Unclassified

NAVAL WAR COLLEGE
Newport, Rhode Island

Can We Get There From Here? RMAs, Network-Centric Warfare and
the Process of Transformation

By

Timothy W. Quinn
Lieutenant Commander, U.S. Navy

A paper submitted to the Faculty of the Naval War College in partial satisfaction of the requirements of
the Department of Joint Military Operations.

The contents of this paper reflect my own personal views and are not necessarily endorsed by the Naval
War College or the Department of the Navy.

Signatw / . ! 4/»\

DISTRIBUTION STATEMENT A
Approved for Public Release
Distribution Unlimited

05 FEB 99

DTIC QUALITY INSPECTED 4




/,I

|

Security Clgssilfication Thls Page
l REPORT DOCUMENTATION PAGE '

[

Report %ecu}lty Classification: UNCLASSIFIED

2. Securit;&f%;ssifiéation Authority:

3. Declassification/Downgrading Schedule:

4. Distribution/Availability of Report: DISTRIBUTION STATEMENT A: APPROVED FOR
PUBLIC RELFASE; DISTRIBUTION IS UNLIMITED.

5. Name of Performing Organization:
‘ JOINT MILITARY OPERATIONS DEPARTMENT

6. Office Symbol: 7. Address: NAVAL WAR COLLEGE
C 686 CUSHING ROAD
NEWPORT, RI 02841-1207

8. Title (Include Security Classification) :CAN WE GET THERE FROM HERE? RMAs, NETWORK-CENTRIC
WARFARE AND THE PROCESS OF TRANSFORMATION CU)

9. Personal Authors: LCDR TIMOTHY W. QUINN/CIEU

10.Type of Report: FINAL 11. Date of Report: 05 FEB 98

12.Page Count: 24_(includes NOTES AND BIBLIOGRAPHY)

13.Supplementary Notation: A paper submitted to the Faculty of the NWC in partial
satisfaction of the requirements of the JMO Department. The contents of this paper
reflect my own personal views and are not necessarily endorsed by the NWC or the
Department of the Navy.

14. Ten key words that relate to your paper: The Revolution in Military Affairs, Network-Centric
Warfare; Transformation process :

15.Abstract: Among the ‘hot’ buzzwords in U.S. military circles at present are the Revolution in
Military Affairs (RMA) and Network-Centric Warfare (NC®). RMA enthusiasts and technocrats argue that
by harnessing emerging information technologies the U.S. can achieve “Information Dominance” in the
battlespace of tomorrow, and fundamentally change the nature of warfare. The RMA is comprised of three
elements — technology, doctrlne, and organizational adaptation — encompassed in the perceived
strategic context.

Metwork-Centric Warfare envisions the combination of advanced sensors, weapons, and c'1 systems
from geographically dispersed units networked together into a “continuously evolving ecosystem” to
create a whole greater than the sum of its parts. The results are forces achieving the massing of
effects versus the massing of forces, operatlng with increased speed and synchronized from the bottom-
up to “lock-out” enemy options while “locking in success”

Although the means of conducting war will change, the nature of it will not. The key to
successfully formulating, implementing, and realizing any RMA will be the investment of our
intellectual capital along the path. There is no such thing as the ‘foreseeable future’ and we must
not lock ourselves into a course with no allowable deviation but rather critically assess the who, what
, when, why, where and how as we move into the 21°° century. We cannot wait for someone else to solve

the problems for us — rather we must all be involved to ‘Get There From Here’
16.pistribution / Unclassified Same As Rpt DTIC Users
Availability of

Abstract: ’ X

17.Abstract Security Classification: UNCLASSIFIED

18.Name of Responsible Individual: CHAIRMAN, JOINT MILITARY OPERATIONS DEPARTMENT

19.Telephone: 841-6461 ' 20.0ffice Symbol: c

Security Classification of This Page Unclassified



Abstract of

CAN WE GET THERE FROM HERE? RMAs, NETWORK-CENTRIC WARFARE AND THE

PROCESS OF TRANSFORMATION

Among the ‘hot’ buzzwords in U.S. military circles at present are the Revolution in Military
Affairs (RMA) and Network-Centric Warfare (NCW). RMA enthusiasts and technocrats argue that by
hamessing emerging information technologics the U.S. can achieve “Information Dominance” in the
battlespace of tomorrow, and fundamentally 'change the naturc of warfare. The RMA is comprised of three

elements — technology, doctrine, and organizational adaptation — encompassed 1n the pereeived strategic

. context.

Network-Centric Warfare envisions the combination of advanced sensors, weapons, and C'l
svstems from geographically dispersed units networked together into a “continuously evolving ecosystem”™
to create a whole greater than the sum of its parts. The results are forces achieving the massing of effects
versus the massing of forces, operating with incrcased speed and svnchronized from the bottom-up to

“lock-out” enemy options while “locking in success”.
y 4

Although the means of conducting war will change, the nature of it will not. The key to
successfully formulating, implementing, and realizing any RMA will be the investment of our intellectual
capital along the path. There is no such thing as the ‘foreseeable future’ and we must notlock ourselves
into a course with no allowable deviation but rather critically assess the who, what , when, why, where and
how as we move into the 21¥ century. We cannot wait for someone else to solve the problems for us —

. rather we must all be involved to ‘Get There From Here’.



Inferiors revolt in order that they may be equal, and equals that they may be superior. Such is the
state of mind which creates revolutions.

Aristotle, Politics

Since the fall of the Berlin Wall in 1989 and the collapsc of the Soviet Union in 1991, the U.S. defense
community has struggled to find, and definc, its changing rolcs and missions in a post Cold War world.
For almost half a century the U.S. was able to frame its political and military strategy, make appropriation
decisions, and structure its military fqrccs to counter the Sovict threat and maintain balance in a bipolar
world. With no peer competitor to focus our attention and prioritize our actions, and none on the visible
horizon, the scrvices are fighting diminishing budgets and force reductions in an cffort to maintain forces
capable of responding to the nations requircments today and into the 21* century. There is much debate on
how we should invest in the present in order to prevail on the battleficld of the future. Should we spend our

diminishing defensc dollars on readiness, training and quality of life (QOL) initiatives to be prepared for

crisis today or should we cash in our ‘pcace dividend” and modernize our forces to prepare for the “Evil
Empire” of the next millennium? Can we afford to do both? In Washington and academic circles much of
the focus of this debate has centered on the evolving Revolution in Military Affairs (RMA) based on “an
ability to acquire, process, disseminate, and usc information at an unprecedently rapid rate™ derived from
emerging Information Technology (T).! The key to this dcbate is whether or not these evolving
technologies actually add up to an RMA — if they do, then what docs it mean for U.S. military force
structure, organization, doctrine, and opcrational art? Are we faced with an either/or situation or is “the
best course of action...a much more measured one, combining the prudent modernization of...assets,
introspective self-examination, overtures for multilateral cooperation, and steady progress towards reliable
strategic defense capabilities?”2

The advocates of the RMA contend that by harnessing these emerging technologies the United States

will be able to attain “information dominance” which will result in eliminating friction and the “fog of .



. war”, and increasing friendly situational awareness. This information dominance, or Dominant Battlespace
Knowledge (DBK), will enable U.S. forces to “lockout” enemy options by operating within the opponents
OODA* loop, or decision cycle, thereby promising “the capacity to use military force without the same
risks as before.™

The emerging RMA comes with different labels and nuances, but the focus of this paper will be on
VADM Cebrowski and Mr. Garstka’s concept of the move from military operations that are focused on
platforms, or platform centric, to Network-Centric Warfare (NCW) — the conjunction of advanced
communications, sensors, and weapons systems networked together to form a whole much greater than the
sum of their individual parts. To sct the backdrop for my argument I will first define the RMA, provide a
basic framework of Network-Centric Warfare and speculatc on possible ramifications, unintended
conscquences and questions. My intent is not to usc my crystal ball to predict the future or pretend I have
all (or any of) the answers, but rather to raisc issucs and provide food for thought as we collectively move

. on the path toward Joint Vision 2010 and beyond.

The Revolution in Military Affairs

Much of what its proponents have previously written on the subject of a revolution in military affairs
falls into two main camps. On the onc hand has been the more academic or theoretical side which has
focusc;d on the definition of the term itself, the required components, its historical significance, and
implications for the future of conflict. This camp focuses on the RMA as a “process for transformation™
and provides a conceptual framework for moving forward into the next century. The second camp, most
notably championed by the former Vice Chairman of the Joint Chiefs ADM William Owens, takes the

information RMA to “its extreme form” focusing on an outcome where the commander will be able to “see

and understand everything on a battlefield. .. if you see the battlefield, you will win the war.™

* OODA loop = Observe, Orient, Decide, Act




The term revolution in military affairs gained its promincnce after the Gulf War, an cvent which many .
experts used as ‘Exhibit A™ that a Military Technological Revolution (MTR) had occurred. A revolution
that demonstrated, “the cffects of technology — in precision guided weapons, in stealthy dclivery systems,
in advanced scnsors and targeting svstems, in battleficld management platforms — is transforming and in
fact already has demonstrably transformed the way in which armed forces conduct their opcrations.”5
However, the term MTR denotes “an inordinate emphasis on the importance of technology at the expensc
of other elements of revolutionary change.” For this reason, Revolution in Military Affairs became the
“preferable term as it places the focus on the revolution, and implicitly assigns technology a supporting
role.”™® But what is an RMA, and docs the NCW concept fit the bill or has the desirc for more high-tech
panaccas simply been more eloquently presented and packaged in the guise of a revolution in military
affairs? In other words, in the absence of the Communist threat is NCW simply an “‘incremcental outgrowth
of the familiar”, an attempt to justif morc high-tcch gadgets to fight conflict which fits our “comfort zone’
being passcd off as somcthing it is not?’ .

Webster defines a revolution as “a sudden, radical, or complete change...an activity or movement
designed to cffect fundamental changes in the situation.”™ Revolutions entail complete changes in
methods and conditions, altering the fundamental tenets which define our society, or in our case
organization. In current military parlance, a revolution in military affairs equals a large scale, across the
board paradigm shift to how we view and prosccute war. In 1993, the Center for Strategic and
Internationa! Studies (CSIS) defined a revolution as, “a fundamental advance in technology, doctrine or
organization that renders existing methods of conducting warfare obsélete.”g Authorities on the subject use
phrases such as “a fundamental change in the naturc of warfare” and consider the “magnitude of change
compared with preexisting capabilities” when dcfining a revolution in military affairs.'® Others, arguing
that the nature of war is a constant, further stipulate that an RMA occurs, “when the application of new

technologies into a significant number of military systems combines with innovative operational concepts .



and organizational adaptation in a way that fundamentally alters the character and conduct of a conflict.
It does so by producing a dramatic increase — often an order of magnitude or greater — in the combat
potential and military effectivencss of armed forces.™!

Most, if not all, the writers on the RMA agree, at least on paper, that a revolution in military affairs is
composed of a least three components — new technology (including both the technology and its integration
into military systems), organizational change or adaptation, and doctrinal change (including the
introduction of new operational concepts) — but few attempt to explicitly weight the importance of the
sides of this ‘RMA Trinity™. Rather they implicitly shift the respective balance in order to support their
arguments, stressing the importance of a single side while minimizing the importance of the other two.
Despite the claims, in almost all cascs, the foc;us remains the importance of new technology over the larger,
and pcrhaps morc revolutionary, changes required in doctrine and organization.

A historical revicw of previous revolutions in military affairs shows that the difficulty in defining the
RMA is due to the fact that there is no set model, checklist, or cookbook which lays out a road map for us
to follow. Indeed, as Jeffrey Cooper clegantly states in “Another View of the Revolution in Military
Affairs™ there arc at Ieast three distinct models to be culled from the past. The first is “impelled by new,
purcly military technology, driven by fundamental scicntific or technological developments”, for example
the introduction of the longbow or the invention of gunpowder. The second is best illustrated by the
German Blitzkrieg of the inter-war period, an opcrational and organizational innovation in response to a
strategic problem (the two front dilemma). The third is “driven by fundamental economic, political, and
social changes outside the immediate military domain”™ as characterized by the Napoleonic.: France levee en
masse.* All three are characterized by dramatic breaks or “fundamental discontinuities” with the existing
status quo.13 The Information RMA, whether it is the “American RMA” characterized by the “system of

systems™ advocated by ADM Owens or Network-Centric Warfare, seem to lean heavily on the high profile

technological side of the ‘RMA Trinity’ while paying passing lip service to the remaining sides.™*




However, as Williamson Murray points out, “History suggests...that the thrcc most important elements in
virtually all past RMAs were not technological in nature, but rather conceptual, doctrinal, and .
intcllectual. ™"

The missing link in most RMA arguments is the strategic one. As Clausewitz taught us, “war is the
continuation of politics by other means™ and “if war is part of policy, policy will determine its character.”'®
So how will the U.S. military forces be employed in the 21™ century and for what objectives? Who may
our adversarics be and what mav futurc conflict look like? Both the “system of systems™ and NCW secm
to be narrowly focuscd on combating a large scale, conventional enemy with little or no mention of their
utility across the rest of the operational spectrum. Can they accomplish General Shelton’s goal for Joint
Vision 2010, **to producc revolutionary changes and transform the U.S military into a force that exploits
new svstems, doctrine and operational concepts to achicve full-spectrum dominance — the ability to

dominatc any opponent across the range of opcrations in pcacetime, crisis, and if necessary, war?"’ Or

arc we crafting an RMA to create futurc forces more capable of fighting the wars of the past rather than
those of the futurc — are we headed *Back to the Future™ Indced statements that “thc commitment on
direction is clear and, I believe irrcvocable. .. (but) we currently lack a firm consensus on two dimensions of
this American revolution. The first is what it means, more spccifically for military organization and
doctrine. The second is what it mcans for U.S. forcign policy and our role in the world” shows a very
narrow operational/tactical focus devoid of strategic context — a characteristic common to most RMA

. 18 . . . . . . . ’
enthusiasts arguments. = History, including our own recent experience in Vietnam, is replcte with examples

where strategic bankruptcy has undone operational excellence and technological supcriority — it has been

proven it is possible to win the battles but lose the war.
An RMA consists of the development of new system(s) or concept(s) which fundamentally change

the context within which war takes place or dramatically alters the methods of its prosecution. To be

W



successful it must not be developed ‘in a vacuum’ but in interaction with the domestic and international
political environment, potential adversaries and missions, possible political objectives and

force capabilitics on the strategic level; and blended into a comprehensive operational and tactical doctrine
which makes the most of its advantages while minimizing the enemy’s ability to exploit its weaknesses.
Additionally, the organization must adapt — create new hierarchies, new measures of effectiveness,
perhaps even new missions and specialtics, ctc. — in order to maximize the potential impact and
effectiveness of the new system(s) or concept(s). Like strategy itself which both shapes and is shaped by
military tactics, a revolution in military affairs must shape strategy and tactics while at the same time being

shaped by them.

My ‘RMA Trinity’ (Figure 1) is

comprised of the three aforementioned
Technology

Strategic

C(fot

§ components — Technology, Doctrinal
Change, and Organizational Adaptation
— encompassed within the strategic

context or what Jeffrey Cooper calls the

Organizational
Adaptation

Doctrina
Change

“strategic purpose”]9 Although drawn

i roughly equal, there are no set
FIGURE 1 i
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J

relationships or mathematical ratios
among the lengths of the sides — various RMAs will produce various looking Trinitics. The length of the
sides or the shape of the trinity is not what is important, in fact any attempt to set arbitrary values or
relationships to them would be pointless, the key is to “maintain a balance between these three...like an
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object suspended between three magnets.” Likewise, any attempt to formulate and develop an RMA

without regard to the strategic environment or landscape, which seems to be the norm, is just as foolhardy.




Without that backdrop how is it possible to envision its utility or critically assess its strengths and

weaknesses?

Network-Centric Warfare

In their article VADM Cebrowski and Mr. Garstka have outlined a compelling argument for the
evolving RMA and the futurc of warfare. Organized largely on an economic model and citing busincss
examples, NCW derives its power from the emerging growth of information technologics and the
“fundamental changes in American socicty™ brought about by these technologies as the catalyst for changes
to the way the U.S. military conducts opcrations.n Network-Centric Warfare envisions networking
geographically dispersed units, platforms, and staffs into a “continuously adapting ecosystem™ to creatc a

wholc that is infinitcly greater than the sum of its individual parts. A network-centric opcrational structure

(Figure 2) contains “threc critical

NETWORK CENTRIC WARFARE MODEL clements: sensor and transaction (or

Information Grid

cngagement) grids hosted by a high-

&1 : sof- quality information back
Objecty :

plane...supported by value-adding
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command-and-control proccsses.”

:Sensq

Destroyed
Objects

The shift from platform centric

operations to network-centric

FIGURE 2 . . X
operations, “enables a shift from

attrition-style warfare to a much faster and more effective warfighting style characterized by the new
concepts of speed of command and self s;mchronization.”23 By empowering lower echelons through the
real-time sharing of information, NCW “enables forces to organize and synchronize from the bottom up —

. s - 524 . .. « .
or self synchronize — to meet the commander’s intent.” * This self synchronization creates “a dramatically

better awareness or understanding of the battlespace” and increases the overall speed of command — the




amount of time it takes an organization between obscrving something and acting onit.”? By incrcasing the
speed of command, the authors arguc that the “steps™ inherent in traditional top-down, command directed,
platformi-centric operations, “becomcs a smooth curve...combat moves to a high-speed continuum™ and the
OODA loop compresses or disappcars.Z(’ The result, “forces acting with speed, precision and reach achieve
the massing of cffects versus the massing of forces™ and “lock-out™ the enemy’s options while “locking-in”

success.”” The bottom line for Network- Centric Warfare: The cmerging RMA and network-centric

operations promise to create a higher situational awareness, across the force, and allow it to be maintained
throughout the conflict to “improve our ability to deter conflict, or prevail if conflict becomes
unavoidable. ™

To achicve the xlct\\lork-ccntric RMA VADM Ccbrowski and Mr. Garstka also identify four key arcas
where the DOD must make “fundamental choices.”

(1) “All services must make stratcgic decisions to maximize futurc combat power and rclevance™ in
the competitive spacc of the future.”

A

(2) Intellectual capital: In order to compcte on the cutting edge of emerging information technology

(the statc of the art vs. the statc of the shelf) the scrvices must reward Information Technology competence
and “merge those with technical skills and those with opcrational cxpcrience.”30

(3) Financial Capital: We must move forward to ensure all elements of the Network-Centric Warfare

model are realized.

(4) Transformation Process: Currently “technology insertion is ahead of and disconnected from joint

LIN3

and service doctrine and organizational development.” To correctly balance the ‘RMA Trinity” “a process
of co-evolution of technology, organization, and doctrine is required...the objective is to create an ethos for
experimentation, innovation, and a willingness to risk across the entire force. Specific top-down

experimentation will be required because of cost and size or to establish overarching priorities, but these



arc expected to spawn experiments from the bottom up and facilitate cultural and organizational .

7731
changes.

So What?

So far we have discusscd the revolution in military affairs and the network-centric view of how this
information RMA will transform military opcrations in the future, based on what it has done in the civilian
sector. But does it matter whether NCW is an RMA or is it merely semantics — another example of our
never ending quest to quantify things into nice, ncat boxes? On paper and in classrooms it may well be an
academic exercise in hair splitting, but in the real world of national sccurity stakes are, and will remain,
high. RMA advocates warn of the dangers if we fail to pursuc the information RMA, that “we may well
find ourselves at the mercy of another power who has mastered it”, but what about the dangers of getting it

\\’rong'?’2 What happens, if whilc we pursuc the information RMA our cnemics, to borrow the phrasc from

Paul Bracken, pursuc ‘thc RMA After Next™ Will NCW be able to back up its claims that it “is
applicable to all levels of warfarc and contributcs to the coalescence of strategy, opcrations, and tactics... It
is transparent to mission, force sizc and composition, and gcograph_v?”33 Or is it a quest for the
‘Technological Holy Grail’, a silver bullet capable of deterring conflict, winning if conflict is unavoidable
AND doing so quickly, easily with relatively few casualties.™* The correct answer may not be an answer at
all, but rather more questions — much like taking the outer cover off a golf ball and untangling the string in
search of the core. In my opinion, the key to the revolution will be about the search; how we approach the
process rather than pursuing a pre-defined outcome.

The first, and most important, question which needs to be asked is, “What is the perceived strategic
context of the future?” What types of threats do we envision and what kind of military will we need to

deter and defeat these threats? Despite its claims, NCW seems to be focused solely on fighting a

conventional, heavily-armored mechanized foc whether it be a true peer competitor (i.e. the former Sovict



Union) or a regional aggressor (i.c. Iraq). Will these be our future challenges or is NCW longing “for an
cnemy worthy of its technological provs-»‘ess?”35 There is another school of thought that believes due to the
“decline in the authority, legitimacy, and power of the traditional nation-state”, future threats to the U.S.
will not be peer competitors or regional hegemons, but rather sub-national groups, terrorism, and other
military operations other than war (MOOTW).36 In this scenario does NCW “answer that mail” or does it
“slow down the U.S. military’s adaptation to a MOOTW world™ as some critics suggest?37 Looking into
the future offers no absolutes — it is very likely that‘ both scenarios may be correct or a threat may come out
of an unforeseen sector. NCW is clearly focused at the high end of the conflict spectrum and, although the
networking of sensors and intelligence would be an assct to MOOTW, it will not be the answer. The key is
rccognizing that basic fact and framing the RMA within an cvolving strategic context, to focus our efforts
and chart our course in order to ensurc we do not miss a critical fork in the road and wastc limited budget
resources. Without it we risk looking for “dangers in symmectrical arcas and in familiar combinations™ and
showing up to the next gunfight armed with high-tech knives, or attempting to win the ‘hcarts and minds’
using information dominance, stand-off scnsors, and precision wcapons.38

One of the fundamental changes which NCW espouscs as central to its increased efficiency and
effectiveness is speed of command — *“the process by which a superior information position is turned into a
competitive advantage.”39 However, while it may be intuitively obvious that being able to act before your
adversary is important, does faster command equal better command? Will future commanders measure
their success not on what they accomplish, but how quickly? Will potential preoccupation with speed lead
to shortcuts and poor decisions made quickly? The goal — increased speed of command — is fraught with
peril and, though the path is one which we will, and ultimately must traverse, we need to ensure we
maintain our collective ‘head on a swivel.” We must avoid being sucked into the belief that more data, over
faster networks can be intelligently engineered to reduce the complexities of decision making and reduce the

OODA loop to bookends — the creation of an Observe, Act (OA) loop. Nor will it reduce the importance

10



of experience, judgment, or what Clausewitz called “coup d’ocil.™*® In fact, numerous studics over the past .

20 vears have suggested that experts in various fields use intuition as the basis for decision making rather
than the formal analytical model.*!

Taken to its extreme, preoccupation with spced of command could add an additional element of
friction to the conflict cquation, onc where we act so fast that we disrupt the reciprocity of war — the
encmy does not have time to rcact and we cnd up reacting to our own actions. “In short, we could end up
like Pavlov’s dog ringing his own bell and wondcring why he’s salivating so much, ™

Technocrats will argue that advances in automated decision making technologies (both hardware and
softwarc) will, in many situations, replace the human in the loop, cnabling the order of magnitude increase
in spced of command envisioned in NCW. But this argument itsclf raiscs more questions about the
concept. First, who inputs the data and in what form? If information is acquircd that doesn’t fit the desired

format is it discountcd, or do we ““trim the feet to fit the shoes™ and possibly skew the output'?“3 Second, if

morc automation is emploved to reduce the processing of data and speed up the decision cycle, will certain .
actions or alternatives be automatically filtered out, or discounted, duc to their implausibility or

irrationality? Will the network-centric commander of tomorrow dismiss the idca of a German offensive

through the Ardennes much like his French counterpart of 19407 Phrased a diffcrent way, will the

increased reliance on computers and nctworks have the opposite cffect than VADM Cebrowski and Mr.

Garstka propose, “locking-in” set, pre-planned responscs and “locking-out” flexible, adaptive ones.

Computers arc amazing machines and their sophistication has increased exponentially, but we must

recognize that data and information do not equal knowledge. “The art of operational planning is not

acquircd automatically with the acquisition of computers™ and we must understand the inherent limitations

and adjust our organizations and doctrine to enable our greatest asset — the individual soldiers, sailors,

airman, and marines — to take advantage of the increased information and technology rather than

manipulating them in preset responses.44 The old adage of ‘Garbage in, garbage out’ still applies. .

11



The other issue of command in a ﬁctwork-centric world is what exactly will it mean? If sensors and
shooters are tied together to enable us to scan the battlespace, sift for targets, prioritize and strike them
automatically, who will be responsible? Will unit commanders have weapons release authority or will they
simply be the pawns on a command center chessboard?

The other fundamental principle to the successful transformation to network-centric operations is self
svnchronization — “the ability of a \\-'ell-in.fonncd force to organize and synchronize complex warfare
activitics from the bottom up."45 The implication of sclf synchronization is that by empowering troops via
the common operational picture, they will be able to act more quickly and decisively to enhance both the
specd and continuity of operations. This also implies a dccentralization of control downward — what has
been termed “decentralized empowerment” — and a flattening of hicrarchies, perhaps the most
‘revolutionary’ part of the network-centric RMA.* Whilc scif synchronization briefs well and works for
Wal-Mart, where the bottom line IS the bottom linc, do military operations truly lend themselves to such
bottom-up synchronization? Perhaps I lack a visionary’s perception, but I see two impassable hurdles to
the concept of self synchronization:

(1) Given the inherent difficulties involved, can we actually improve the creation and implementation
of mission statcments, commander’s intent, and rules of engagement (ROE) so that ambiguities
will be removed, empowering our forces to act on their information with little direction? And,

(2) If we can accomplish the aforementioned, will senior political and military leaders be able to
provide subordinates their missions, guidance/ROE, intent, and cut them loose?

Indeed, in a world which has been shrunk by the ‘CNN effect” and global connectivity, and where
individual tactical engagements can have strategic, and therefore political, implications the temptations for
interference from above may prove to be too great. The speed at which the results of individual or small-
unit actions are seen by senior leaders and the U.S. public make it much more likely that any flattening of

military hierarchies will be accomplished by cutting out the middle man, mid-grade officers and NCOs such




as demonstrated in HUNTER WARRIOR, and lcad to increased centralization of control AND
execution.'” More dangerously, blind trust in the promises of information dominance — “superiority in
the gencration, manipulation, and use of information sufficient to afford its possessors military dominance”
— in the hands of lcaders thousands of miles removed from the theater and without an understanding of the
nature of war, could Icad to a ‘Nintendo version” of the Vietnam War.”® With that on the table where does
this lcave the RMA? In order for NCW to fit the RMA definition and dramatically alter the context or
mcthods of warfare, it depends on the cmpowerment cnabled by information dominance to achieve sclf
svnchronization and thercfore speed of command. However, if the net result is incrcased civilianization and
centralization of control. is NCW dcad on arrival?

If coalition operations will be the norm in the future. another issuc which must be addressed is the role
of coalitions partners in the nctwork-centric operations of the futurc? Our allies arc alrcady behind us, will
they be able to keep up? Will we be able to cffectively communicate with our coalition partners or will we
be lcft to choosc between (1) leaving them on the outside looking in, content to pick up the scraps from our
‘information table’, or (2) slowing down our operations in order to facilitate cohcsive multinational
opcrations? Wc must address these issucs throughout the process to ensure we do not scparate oursclves
from our coalition partners, create insccuritics duc to their inclusion, or end up with nctwork-centric forces
compelled to fight a platform-centric operation in‘ordcr to maintain unity of cffort.

Does NCW mean the end of Clausewitz and the removal of friction and the “fog of war?™®
Proponents argue that the fog of war “is in reality, disorder — the inability to maintain unity of action due

to shortcomings in the C3I s_\'stcms”su and that the emerging information technologies will eliminate this

. o . Sl
disorder allowing, “complete knowledge of what all enemy and friendly forces are doing.”™ Will we
recognize ‘information dominance” when we sce it, or will commanders wait (i.¢. slow down their decision
cycle) in search of better, or more complete, information? Will we lift the “fog of war” as advertised or

make it thicker as more and more information arrives faster and faster, overwhelming commanders with too




much noise to discern the signal? We must be careful not to get caught up in the technological hubris of
the RMA and unlearn the lessons of the past. Friction — chance, luck, uncertainties, uncontrollable
passions, and irrationality — is a constant in war and “the very nature of interaction is bound to make it
[war] unpredictable.”™ We must not underestimate the role of the intangiblc factors in war and search for
lincar answers to the nonlincar battlcspacc of war. Technology 1s not a panacea and when treated as such

(e.g.. the U.S. in Victnam or the Sovict Union in Afghanistan) it cannot succeed.

EPILOGUE

Will NCW change the context within which war takes place or dramatically alter the methods by
which it 1s prosccuted? Will we realize fundamental change in militarv opcrations or order of magnitude
increascs in cfficicncy and cffectivencss that defincs an RMA? Obviously only history will write the ending
to this storv, and the above arc just a tiny fraction of the myriad of questions which permeate out of the
concept of Network-Centric Warfare — its conscquences and perhaps the unintended consequences. There
arc many dots which nced to be connected on the way and the one thing which 1s certain is that the road
ahcad will be littcred with uncertainty, pot marked with danger, and slippery on the shifting national and
international political scenes.

Although the means to conduct war will undergo significant changes in the future, the nature of war
— its political goal, its interactive character, and its inherent uncertainty — will not change. The basic
components of the subject remain constant — only the details will change. The conjunction of sensors,
weapons, and C* processes in NCW will undoubtedly improve our ability to conduct conventional warfare
more efficiently and jointly. HO\‘\'CVGI', claims of eliminating risk, casualities, and friction from war are
utopian. NCW utility in a MOOTW environment is also suspect. The revolutionary possibilities of
network-centric operations will not be new technologies, but how we integrate them in a synergistic

relationship so that they shape, and are shaped, by doctrine, operational concepts, and organizational
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adaptation. In order to take advantage of new technologies of the future we need to be fully engaged now

b

looking not only for answers, but also critically asscssing our ideas, concepts, organization, and the
fundamental tenets of our military culturc. We must be willing to kick over any rice bowl or destroy any
fiefdom along the way. Thce key to successfully formulating, implementing, and rcalizing any RMA — i.e.
changing the details of future conflict in our favor — will be involvement across the scrvices and across the
ranks to debate the 1ssucs and invest our “intellectual capital™ in scarch of a better \vay.53 We must also
conduct experiments and excreiscs which challenge our concepts, doctrine, and technology (including
degrading it), looking for thc weaknesses and vulncrabilitics, rather than simply validating our ‘success’.
Network-centric operations are, in onc form or another, becoming reality. We can ncither deny it nor
become prisoners of it. We must ALL debate the merits and vulnerabilities of the concept in order to

balance our "/RMA Trinity” so we can successfully “Get There from Here.”
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